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1 OCHOBHBIE TEPMUWHBI U OITPEEJIEHHUA

B HacrosmeM — JOKYMEHTE  WCIOJB3YIOTCA  CIEAYIOIIME  TEPMUHBI
U VX ONPENEIICHUS:

ABTOMAaTH3UPOBAHHAs CUCTEMA — CHUCTEMA, COCTOSALIAs W3 MEpcoHana M
KOMIUIEKCA  CPEACTB  aBTOMATM3allid  €ro  JEATENIBHOCTH,  peanusyroiias
WH(OPMALMOHHYIO TEXHOJIOTHIO BBIMOJIHEHHS YCTAHOBICHHBIX (PYHKIIWNA.

AyTeHTH(QUKALMS OTHOPABUTENS JAHHBIX — MOATBEPKACHHE TOTO, 4YTO
OTIPABUTEND MTOJYUYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3omacHOCTE  MEPCOHAIBHBIX ~ JAHHBIX —  COCTOSIHAE  3AIMIIEHHOCTH
NEPCOHAIBHBIX ~ JAHHBIX, XapPaKTEPU3YEMOE  CIHOCOOHOCTBIO  MOJIb30BATEICH,
TEXHHMYECKUX  CPEACTB W MHPOPMALNMOHHBIX  TEXHOJIOTWA  00eCneUYHTh
KOH(pMAEHIIMATIBHOCTD, LIETIOCTHOCTh U IOCTYIHOCTh NEPCOHAIBHBIX JAHHBIX MPU HX
00paboTKe B MH(OPMALIMOHHBIX CHCTEMAX MEPCOHAJIBHBIX TAHHBIX.

buomerpuyeckue [IEPCOHAIBHBIE JAHHBIE — CBEJICHMA, KOTOpPBIE
XapaKTePU3YOT (PU3NOJOTHYECKUE OCOOEHHOCTH YEIOBEKA M HA OCHOBE KOTOPBIX
MOKHO YCTAaHOBHTH €r0 JMYHOCTb, BKJIIOUas (pororpaduu, OTMEUATKHW NaJIbLEB,
o0pa3 ceTyarku TJ1a3a, OCOOCHHOCTM CTPOCHUS Tena W JAPYTYK NOA0OHYIO
WH(OPMALHAIO.

briokupoBaHne NEPCOHATBHBIX AAHHBIX — BPEMEHHOE MpEKpalieHue coopa,
CUCTEMATH3alMKU, HAKOIUICHUS, MCIOJIb30BAHUSA, PACIpPOCTPAHEHUS, MMEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX MEPEJayu.

Bupyc (KOMOBIOTEPHBIH, TPOrPAMMHBINA ) — UCHOTHSAEMBIA TPOrPAMMHBINA KO
WM  HUHTEPIPETUPYEMBIM  HAOOpP  WHCTPYKIMH, O0ONamaromuii  CBOHCTBAMHU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAHEHHUS M CaMOBOCIPOM3BeAcHUs. CO3MaHHBIE
OyOJIMKaThl KOMIIBFOTEPHOTO BUPYCa HE BCErAA COBMAJAIOT C OPHUTMHAIOM, HO

COXPaHSIIOT CIOCOOHOCTh K JabHERIeMy pacripoCTpaHEHHIO u
CaMOBOCIIPOU3BEICHHUIO.
BpenoHocHass ~ mporpaMMa —  mporpamMma, — NpeAHa3HAYeHHas  JUIs

OCYILIECTBICHUS HECAHKIMOHUPOBAHHOTO J0CTynma W (WiM) BO3ACHCTBHS Ha
NEPCOHAIBHBIE JTAHHBIC WIA PECYpPChl MH(POPMALMOHHOW CHUCTEMBI MEPCOHATBHBIX
JAHHBIX.

BcenomorarenbHbele  TEXHHYECKAE CPEACTBA M CHCTEMBI — TEXHUYECKHE
CPEICTBA W CUCTEMBI, HE MPEIHA3HAYEHHBIC UI nepeaaun, oOpaboTKW U XPaHCHUS
NEPCOHAIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHUYECKUMHU CPEACTBAMHU
U CUCTEMAMHM, MPEAHAZHAYCHHBIMU JJi1 0OpaOOTKH MEPCOHANBHBIX JAHHBIX WA B
NOMEIIEHUAX, B KOTOPBIX YCTAHOBJICHBI HH(POPMALIMOHHBIE CUCTEMBI TIEPCOHAIBHBIX
JAHHBIX.
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JlocTyn B ONEpalMOHHYIO CpeAy KOMIbIOTEpa (MH(POPMALMOHHOW CHCTEMBI
NEPCOHAIBHBIX JAHHBIX) — TOJYYEHUE BO3MOKHOCTH 3allyCKa HA BBINOJHECHHE
IITATHBIX KOMaH[, (PYHKLMA, MPOLEAYP ONEPALMOHHONH CUCTEMBI (YHUUYTOXKEHMS,
KOMUPOBAHUS, IEPEMELICHHUS U T.11. ), UCIIOJHIEMBIX (DAIOB MPUKIAAHBIX TPOTPAMM.

Jloctynm Kk wWHQOpPMALMK — BO3MOKHOCTh MOJIyYCHUS HMHPOPMALMA M €€
UCIOJIb30BAHUS.

3aKinaouHOe YCTPOHCTBO — BJIEMEHT CPEICTBA CheMa MH(POPMALIMH, CKPBITHO
BHEIPSICMBIN (3aKIaAbIBAEMBbIA WJIM BHOCHUMBIA) B MeECTa BO3MOXKHOTO ChEMa
uH(pOPMaLMK (B TOM YUCIIE B OTPAXKACHHAE, KOHCTPYKLMIO, 000PYAOBAHKE, TPEIAMETHI
WHTEPbEPA, TPAHCIOPTHBIE CPEJCTBA, A TAKXKE B TEXHUUYECKUE CPEICTBA U CUCTEMBI
00paboTKN HHPOPMALIHH ).

3amuimaeMas  uHpopManus — UHOOpPMAIMA,  SABSIOMIASICS — MPEIMETOM
COOCTBEHHOCTH M MOAJIEKAIAs 3aIUTE B COOTBETCTBUU C TPEOOBAHUSMM MPABOBBIX
JOKYMEHTOB HJIM TPEOOBaHUSIMH, YCTaHABIMBAEMBIMH COOCTBEHHUKOM UH(OPMALUH.

Unentudpukanuss — nOpucBoeHUE CyObekTaM M 00BEKTaM  J0CTyIa
uAcHTU(PUKATOPA U (M) CPABHEHHE MPEABSIBISEMOr0 HACHTU(DHUKATOPA C IEPEYHEM
IPUCBOCHHBIX UACHTU(UKATOPOB.

HHopMaThBHBIA  CUTHAT —  DJIEKTPUYECKHE  CUTHAIBI, AKYCTHYECKHE,
AJIEKTPOMArHUTHBIE W APyrue (PU3HUECKUE MOJIsA, MO MapaMmeTpaMm KOTOPBIX MOKET
OBITh packpeiTa KOH(pUACHUMAIBbHAY WH(pOpManusl (MEPCOHATBHBIC JIAHHBIC)
oOpabaTbiBacMas B MH()OPMAIIMOHHON CUCTEME IEPCOHATILHBIX JAHHBIX.

HudopmanmonHas  cuctema  nepcoHaibHbiX  gaHHbix  (MCILJH) —
WH(OPMALMOHHAS CUCTEMA, MPEACTABISAIOMAsA COOOH COBOKYMHOCTh NEPCOHAIBHBIX
JAHHBIX, COACPKAINMXCA B 0a3e AAHHBIX, a TAK)KEe WH(OPMALMOHHBIX TEXHOJOTUH U
TEXHHUYECKUX  CPEACTB, MO3BOJSIONIMX  OCYIIECTBIATH  OOpabOTKY  TaKuX
NEPCOHAIBHBIX JAHHBIX C MCHOJb30BAHUEM CPEICTB AaBTOMATU3aUMK MU 0€3
MCIOJIb30BAHUS TAKUX CPEACTB.

HHdopMallMOHHBIE TEXHOJIOTUM — MPOLECCH, METOJABI MOWCKa, cOopa,
XpaHeHUs, 00paOdOTKH, MPEAOCTABIIECHUS, PACHPOCTPAHEHUST HHPOPMALIUUA U CIOCOOBI
OCYILECTBIEHUS TAKUX MPOLECCOB U METOJIOB.

Hcnonb30BaHWe  MEPCOHAIBHBIX  JAHHBIX — JCHCTBHS  (Omepaumu) ¢
NEPCOHAIBHBIMU TAHHBIMHU, COBEPIIAEMBIEC OMEPATOPOM B LESAX MPUHSATUS PELHICHAN
WIA COBEPLICHUS WHBIX JCHCTBUH, MOPOKAANOUIMX FOPUAAYECKUAE TOCIEACTBHS B
OTHOILCHUM CYOBEKTA MEPCOHATBHBIX JAHHBIX WM IPYTHX JUL JIHOO MHBIM 00pa3om
3aTparvBarOlIMX MpaBa U CBOOOMBI CYOBEKTa MEPCOHAIBHBIX NAHHBIX WA JPYTHX
JIWILL

HUctounuk yrpo3sl  0€30macHOCTH  MH(OpManuu — CyObEeKT  J0CTyIa,
MATEPUATIbHBIA  OOBEKT WM (PU3HYECKOE SIBIICHUE, SIBIISIOIIMECS MPUYMHON
BO3HUKHOBEHUS YTPO3bl 0€30MaCHOCTH HH(POPMALIUH.
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KoHTponupyemas 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 3AaHHUE, YaCTh 3JAHUS,
NOMEILIEHUE), B KOTOPOM HCKITFOUEHO HEKOHTPOIMPYEMOE MPeObIBAHNE MOCTOPOHHHUX
JIVILL, & TAKXKE TPAHCIOPTHBIX, TEXHUYECKAX M UHBIX MATEPUATIbHBIX CPEACTB.

KoH(uaeHIMaIbHOCTE ~ MEPCOHAIBHBIX  JAaHHBIX —  00s3aTenbHOEC  AJIs
COONIIOICHUST OMEPATOpOM WJIM WHBIM TOJNYYMBIIMM JOCTYII K MNEPCOHATBHBIM
JaHHBIM JIALOM TPeOOBAaHME HE JAONYCKaThb WX PacHpOCTpPaHEHUE Oe€3 cornacus
CyOBEKTa MEPCOHATbHBIX JAHHBIX WM HAJTMYKS MHOTO 3aKOHHOTO OCHOBAHUSI.

MesxceTeBOi 3KpaH — JOKAIBHOE (OJHOKOMIIOHEHTHOE) WM ()YHKLMOHAIBHO-
pacnpeieIEHHOE MPOrpaMMHOE (ITPOrpaMMHO-aNMapaTHOE) CPEACTBO (KOMILIEKC),
peanu3yroniee KOHTPOJIb 3a HMH(OpMalMel, moctynaroueid B MHOOPMALMOHHYIO
CUCTEMY TNEPCOHAIBHBIX [aHHBIX M (MJIM) BBIXOMAWIEH HW3 WH(POPMALMOHHON
CUCTEMBI.

Hapynmrens 6G€30MacHOCTH TMEPCOHANBHBIX JAHHBIX — (U3WYECKOE JTULIO,
CIly4aiilHO WM MPEAHAMEPEHHO COBEPINAOUICE JACWHCTBHUSA, CIECICTBUEM KOTOPBIX
SBIIICTCS HApPyIICHUE OE€30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU HMX 00paldoTKe
TEXHUYECKUMHU CPEICTBAMU B HHPOPMALMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX.

HeaBromarusupoBanHass 00paOOTKa MEPCOHAIBHBIX AAHHBIX — 00paboTKa
NEPCOHAIBHBIX  JIAHHBIX,  COJACPKAIMXCA B HMH(MOPMALMOHHOW  CHCTEME
NEPCOHAIBHBIX JAHHBIX JIMOO W3BJIICUEHHBIX W3 TAKOW CHUCTEMBI, CUUTACTCS
OCYILECTBIEHHOM 0e3 W CIOJIb30BAHUS CPEACTB aBTOMATH3ALAN
(HEABTOMATU3WPOBAHHOM), €CIIM TaKUE NEHCTBUS C MEPCOHAIIBHBIMU JAaHHBIMHU, Kak
UCMOJIb30BAHUE, YTOYHEHHWE, PACIHPOCTPAHCHUE, YHUUYTOKEHUE TNEPCOHAIBHBIX
JAHHBIX B OTHOUICHHHM KKIOTO M3 CYOBEKTOB MEPCOHAIBHBIX JaHHBIX,
OCYILECTBRISIOTCS TPA HEMOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBaHHble  BO3MOXKHOCTH —  (DYHKIMOHAQJIBHBIE ~ BO3MOKHOCTH
CPEICTB BBIYMCIMTEIIBHON TEXHUKH, HE OMHCAHHBIE WJIA HE COOTBETCTBYIOIIWE
OMUCAHHBIM B JOKYMEHTALMK, TPH UCIOJIB30BAHUN KOTOPBIX BO3MOYKHO HAPYLICHHE
KOH(PUACHIIMAIBHOCTH,  JOCTYNHOCTH  WJIM  LEJIOCTHOCTH  00pabaThiBacMOi
uH(pOpMaLUK.

HecanKumoHMpOBaHHBINA HOCTYI (HECAHKIMOHUPOBAHHBIC NCHCTBUS) — AOCTYII
K uHpOpMalMM WM JehCTBHS ¢ WHGQOPMALMEH, HapylIamKue TpaBuia
pa3rpaHUYeHUs JOCTYMA C MCIOJIb30BAHMEM LITATHBIX CPEACTB, MPEIOCTABIISIEMBIX
WH(OPMALMOHHBIMU CUCTEMAMHU NEPCOHAIBHBIX JaHHBIX.

Hocurens nHpopmanmm — PU3MUECKOE U0 WM MaTEPHATBHBIA OOBEKT, B
TOM 4HucCie (PU3NYECKOE MOJIE, B KOTOPOM MH(pOpPMALM HAXOAUT CBOE OTPAKCHUE B
BHJIE CHMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHMYECKHX PEUIEHWHA H MPOLECCOB,
KOJIMYECTBEHHBIX XAPAKTEPUCTUK (PU3NUECKUX BEITMYMH.
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OO0e3MMuMBaHUE MEPCOHATIBHBIX NAHHBIX — JCHCTBUS, B PE3YJIBTATE KOTOPBIX
HEBO3MOXKHO ONPEICIIATh MPUHAMIEKHOCTh MEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CYOBEKTY MEPCOHATBHBIX TAHHBIX.

OOpaboTka NEpCOHATBHBIX JAHHBIX — NCHCTBUS (OMEpaLMK) ¢ NEPCOHAIBHBIMU
JAHHBIMU, BKIItOYass cOOp, CHUCTEMATH3ALMIO, HAKOIUICHWUE, XPAHEHUE, YTOUHCHUE
(OOHOBNIEHUE, W3MCEHEHHWE), WCIMOJIb30BAHUE, PACHPOCTPAHEHUE (B TOM YHCIIE
nepeaady ), 00e3IMYuBaHuE, OJJOKUPOBAHKE, YHUUTOKEHUE TEPCOHAJIBHBIX TAHHBIX.

OOLWENOCTYNMHBIE MEPCOHAIBHBIC JAHHBIE — MEPCOHAIBHBIE AAHHBIE, TOCTYIl
HEOTPAHUUYEHHOTO Kpyra JIALl K KOTOPbIM NPEIOCTABIEH C COrnacus CyObekTa
NEPCOHAIBHBIX JaHHBIX WJIH HAa KOTOPbIE B COOTBETCTBUM C (peaepaabHbIMU
3aKOHAMU HE PACPOCTPAHSIETCS TPeOOBAHUE COOJTIOACHUSI KOHPUACHIINATIBHOCTH.

Oneparop  (MEPCOHANBHBIX  JAHHBIX) —  TOCYJApPCTBEHHBI  Opras,
MYHHLIMMAJIbHBIA OpPraH, FOPUAMYECKOE WM (PU3NYECKOE JIMIO, OPraHu3yIoulee U
(WIM)  OCYILNECTBIsAIOMICE  0OpabOTKY  NEPCOHAJBHBIX  JIAHHBIX, a  TakKkKe
ONPEACTISAIOLINE LU U COACPXKaHue 00paOOTKH MEPCOHATBHBIX TaHHBIX.

TexHnueckue cpeacTsa HHHOPMALMOHHON CHCTEMbI MEPCOHAIBHBIX JAHHBIX —
CPECICTBA  BBIYMCIMTEIBHOH  TEXHHKH, WH(HOPMALMOHHO-BBIYACTUTEIbHBIE
KOMIUIEKCBI M CETH, CPEACTBA M CUCTEMBI nepeaaun, npuema u odpabotkm [1J1H
(cpeacTBa W CHCTEMBI 3BYKO3AMMCH, 3BYKOYCHJICHUS, 3BYKOBOCIPOW3BEACHHS,
NEPETOBOPHBIE WM TENEBU3MOHHBIE  YCTPOMCTBA, CPEACTBA  M3TOTOBJICHHS,
TUPAKUPOBAHUS TOKYMEHTOB M JIPYTUE TEXHUYECKUE CPEACTBA 00pabOTKU PEUYEBOA,
rpaduueckoii, BUACO- W OYKBEHHO-UM(DPOBOH WH(POPMALKMK), TPOrPaMMHBIC
cpeacTBa (OMEpPALMOHHBIE CUCTEMBI, CUCTEMBI YIPABICHUS 0a3aMW NaHHBIX W T.I1.),
CPEICTBA 3aIMThl HHPOPMALMH, TPUMEHIEMBIE B HHPOPMALIMOHHBIX CUCTEMAX.

[lepexBar (MHQOpPMALMK) — HEOPABOMEPHOE TMONYy4YeHHE WH(pOpPMaLUU C
UCIOJIb30BAHUEM TEXHHUYECKOTO CPEICTBA, OCYLIECTBIISIOIIEIO OOHAPYKEHUE, TPHEM
1 00pabOTKy MH(POPMATHBHBIX CUTHAJIOB.

[lepconanbHble JaHHBIE — Jr00ass WHPOPMALMS, OTHOCSINASACA K MPIMO Wil
KOC8eHHO ONPEICIICHHOMY, WIH ONpPEIACIIeMOMY (PU3NUYECKOMY JIALY (CYOBEKTY
NEPCOHAIBHBIX JAHHBIX ).

[ToOOYHBIE BNEKTPOMATHUTHBIE M3IYUYEHUS W HABOJKW — JJIEKTPOMATHUTHBIC
U3NIyYEHUS TEXHUYECKMX CPEACTB OOpadOTKM  3aninacMoil  MHQOpMalWH,
BO3HUKAIOIIKAE KaK MOOOYHOE SIBJICHUE M BBI3BAHHBIE SJICKTPHUECCKAMHU CUTHAJIAMM,
JNCHCTBYIOIUMU B MX DJICKTPUYECKMX W MArHATHBIX LENsSX, a TaKke
AJICKTPOMArHUTHBIE HABOJKM OTHUX CUTHAJIOB HA TOKONPOBOASINUE JIUHWH,
KOHCTPYKLMH U LIETIA TUTAHMSI.

[TonuTHKA «YUCTOrO CTOJNA» — KOMIUIEKC OPraHW3alMOHHBIX MEPOMPHSITHIA,
KOHTPOJIMPYIOIIMX OTCYTCTBHE 3AMKCHIBAHUS Ha OyMa)KHbIE HOCUTENM KIIHOYEH W
aTpuOyTOB A0CTyMa (MapoJiei ) U XpaHEHUs WX BOJIU3U OOBEKTOB JOCTYIIA.
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[Tonb3oBarens MHPOPMALMOHHON CHCTEMBI MEPCOHATBHBIX NAHHBIX — JIULO,
ydacTByroiee B (PyHKIMOHMPOBAHMM MH(POPMALMOHHON CHCTEMBI NEPCOHAIBHBIX
JAHHBIX WU MCTIONB3YIOIIEE PE3YIbTAThl €€ (PYHKIIMOHUPOBAHUSI.

[TpaBuia pa3rpaHUvCHUs JOCTyTA — COBOKYITHOCTb paByIL,
PErIaMEHTHPYOIIMX MPaBa AOCTYMA CYyOBEKTOB HOCTYNA K 00BEKTaM AOCTYIIA.

[TporpaMMHas 3akiaakKa — KOJA MPOTrPaMMbl, MPEIHAMEPEHHO BHECCHHBIH B
OPOrpaMMy C LENbI0 OCYIIECTBUTH YTEUKY, U3MEHUTh, OJOKHPOBATh, YHUUTOXKHUTH
WH(POPMALMIO WM YHUYTOXKATh W MOJU(PHUIMPOBATH MPOrPAMMHOE OOECIICUECHHE
WH(POPMALMOHHONW CUCTEMBI MEPCOHAIBHBIX JAHHBIX W (WiK) OJOKMPOBATH
anmnaparHbie CPEICTBA.

[Tporpammuoe (MpOrpaMMHO-MaTEMaTUYECKOE) BO3JCHCTBHE —
HECAHKIMOHUPOBAHHOE  BO3JCHCTBHE  HAa  PECYypPChl  aBTOMATU3MPOBAHHOM
WH(OPMALMOHHONH CUCTEMBI, OCYILECTBISEMOE C HMCHOJIb30BAHUEM BPEAOHOCHBIX
nporpaMmm.

PackpeiTHe MEPCOHANBHBIX JAHHBIX — YMBIIUICHHOE WM  Cy4aifHOe
HapyLICHHE KOH(PUACHIMATEHOCTH NMEPCOHAIBHBIX JTAHHBIX.

PacnipocTpaHeHHe TNEPCOHAIBHBIX AAHHBIX — JCHCTBUS, HAMPABICHHBIE Ha
nepefadyy MEPCOHAIBHBIX  JAHHBIX  OMPENCICHHOMY Kpyry Jmy —(mepeaada
NEPCOHAIBHBIX JAHHBIX) WM HA O3HAKOMJIEHHE C MEPCOHAIBHBIMU JTAHHBIMHU
HEOTPAHWYEHHOTO KPyra JIMIL, B TOM 4MCiie 0OHAPOIOBAHUE MEPCOHATBHBIX TAHHBIX B
CpelcTBaX  MaccoBoil  wHpOpMAIMKM,  pa3MEIIEHWE B WHQPOPMAIMOHHO-
TEICKOMMYHUKALMOHHBIX CETAX WM MPENOCTABICHUE IOCTyNA K NEPCOHAIBHBIM
JAQHHBIM KaKUM-TTMO0 MHBIM CIIOCOOOM.

Pecypc MHQOpPMALIMOHHONW CHCTEMBI — UMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
MPUKIIATHOTO WJIH anmnaparHoro obecneyeHus (YHKLIIMOHUPOBAHHUS
WH(OPMALMOHHON CUCTEMBI.

CrenuanbHble KaTerOpUM MEPCOHANBHBIX AAHHBIX — MEPCOHAIBHBIE TAHHBIC,
KaCaroIIMECS PACOBOM, HAMOHATILHOM MPUHAATIEKHOCTH, MOJMTUYECKUX B3ITISIOB,
PEIMTHUO3HBIX WKW (PUIToCOPCKUX yOEKIECHUHN, COCTOSHUS 3[0POBbS W MHTHUMHOMN
YKU3HU CYOBEKTA MEPCOHATBHBIX JAHHBIX.

CpencTtBa BBIYMCIMTENIBHONM TEXHUKHA — COBOKYMHOCTh NPOrPAMMHBIX U
TEXHUYECCKUX DJIEMEHTOB CUCTEM O0OPAOOTKH JTaHHBIX, CIIOCOOHBIX ()YHKIIMOHUPOBATH
CaMOCTOSITENIEHO UJTU B COCTABE APYTUX CUCTEM.

CyObekT nmoctyna (CyOBEKT)— JMI0 WIM TPOLecC, ACHCTBUS KOTOPOTro
PEraMEHTUPYIOTCS TPABUIIAMHA Pa3rPaHUYCHUAS JOCTYIIA.

TexHnuecknii  KaHall yTEYKH HWH(POPMALMK — COBOKYNHOCTH HOCHTENS
uHdopmanuu  (cpeactsa 0o0pabOTKH), (DU3MYECKOW Cpeabl  PacHpOCTPaHCHUS
WH(POPMATUBHOTO CHTHAJla M CPEACTB, KOTOPbIMH JOOBIBACTCS 3alMINACMAast
uH(pOpPMaLHUSL.
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TpancrpaHnyHass ~ mepefada  MEPCOHATBHBIX — JAHHBIX —  Mepeaada
[IEPCOHANBHBIX JaHHBIX OIEpaTopoM vepes ['ocyrapcTBeHHY IO rpaHuly Poccuiickoit
denepalii  OpraHy BJIACTH HMHOCTPAHHOIO TOCYAApPCTBA, (U3MUYECKOMY WITU
OPUAMYECKOMY JIMIY HHOCTPAHHOTO FOCYAapCTBA.

YTrpo3el G€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYMHOCTh YCJIOBHH W
(akTOpOB, CO3MAOMIMX OMNACHOCTh HECAHKIMOHWPOBAHHOTO, B TOM YHCIIE
CIIy4aiiHOTO, AOCTYNAa K NEPCOHAIBHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO MOKET
CTaTb YHWUTOXXEHHUE, U3MEHEHHE, OJOKMPOBAHUE, KOMMPOBAHKWE, PACIPOCTPAHECHUE
NEPCOHAIBHBIX JAHHBIX, a TAKKE WHBIX HECAHKIIMOHWPOBAHHBIX ACHCTBHIA MPH HX
00paboTke B MH(OPMALIMOHHON CUCTEME NIEPCOHATIBHBIX TAHHBIX.

YHUUTOKEHHE TMEPCOHAIBHBIX JAHHBIX — JCHCTBUSA, B PE3YJIbTATE KOTOPBIX
HEBO3MO)KHO  BOCCTAHOBHTH  COJIEP’KAHUE  MEPCOHATBHBIX  JAHHBIX B
WH(POPMALMOHHONH CHCTEME TMEPCOHATBHBIX NAHHBIX WM B PE3YJbTaTe KOTOPBIX
YHHYTOKAKOTCS. MATEPUATTHBIE HOCUTEIU MEPCOHATBHBIX JAHHBIX.

YTeuka (3ammimacmoii) uwHQOpMAmMM MO TEXHUYECKAM  KaHalIaM —
HEKOHTPOJIMPYEMOE PacHpOCTPAaHECHUE WHEGOPMAMU OT HOCHUTENS 3alIMINAEMOMN
uHpopMaumm  4Yepe3  (QU3MYECKYKD  Cpely 10 TEXHHYECKOr0  CPEACTBa,
OCYIIECTRIISIOLIErO NEPEXBAT HHPOPMALIHH.

VYA3BUMOCTb — CJTA0OCTh B CPEACTBAX 3ALUTHIL, KOTOPYIO MOKHO MCIOJIb30BaTh
JUTS. HAPYLICHMSI CHCTEMBI WJIU COAEPIKALIECHCS B HEW HHPOPMALIHH.

LlenocTHOCTH MH(POPMALIMN — CITOCOOHOCTH CPEICTBA BEIYMCIIMTENBHOW TEXHUKN HITH
ABTOMATH3MPOBAHHON CUCTEMBI 0OECIIEYNBATh HEU3MEHHOCTh MH(OpPMALIK B
YCIIOBUSX CITYYaHHOTO W/ WU MPEIHAMEPEHHOTO HCKAKEHUS (Pa3pyLLIECHUS ).

2 OBO3HAUYEHMA U COKPAILIEHHWA

— APM — aBTOMaTM3MPOBAHHOE paboUee MECTO

— UCII/IH — uHpopManmoHHas CUCTEMA MEPCOHATIBHBIX JAHHBIX

— K3 — xonTpOosmmpyemas 30Ha

— HCJ1 — HeCaHKIIMOHUPOBAHHBII TOCTYII

— OC — onepanmoHHas CUCTEMA

— [1/1H — mepcoHaNIbHBIE TaHHbBIE

— T1O — nmporpammHo€e o0ecneyeHne

— C3H — cpeactBa 3amThl HH(GOPMALAA

— C3I1/IH — cuctema (moacucremMa) 3aluThl NIEPCOHATBHBIX JAHHBIX
— VYBIIJIH — yrpo3bl 0€30MacHOCTH NEPCOHATILHBIX TAHHBIX.
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3 BBEJIEHHUE

Hacrosimas [lomutrka napopmanmonHoii 6e3onacHoctr (aanee — [lonmmTuka)
I'6OY BO «IOxHO-YpanbCkuid rocyAapCTBEHHBIA HHCTATYT UCKYCCTB UMeHU [ 1. 1.
YaiikoBCKOroy» (ajnee — YUpesKIeHUs ) SIBISICTCS OPUIUATBHBIM TOKYMEHTOM.

[Tonutrka pazpaboTaHa B COOTBETCTBHM C LIETSAMU, 3aa4aMy U TPUHLUIIAMEA
obecnedyeHns OE30MACHOCTH MEPCOHATBHBIX TAHHBIX.

[Tonutrka pa3paboTaHa B COOTBETCTBUM C TpeOoBaHusIMU DenepanbHOro
3akoHa or 27 wumrons 2006 1. No 152-®@3 «O mnepCcOHANBHBIX JAHHBIX» W
[TocranoBnenus IlpaButenscrBa Poccuiickoit denepanmm ot 1 HOsiOps 2012 1. Ne
1119 «O0 yrBepkacHMM TPeOOBaHWI K 3alUTE MEPCOHATBHBIX AAHHBIX MPU HMX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JAHHBIX)», HA OCHOBAHHH:

— Ilpukaza ®enepanbHOi CyKObl MO TEXHAYECKOMY W OIKCIOPTHOMY
koHTposito (OCTIK Poccun) ot 18 deppans 2013 1. Ne 21 «OO6 yTBEp)KACHUH
CocraBa M COJIEP)KaHUsI OPraHW3ALMOHHBIX M TEXHUYECKUX MEP MO 0OECHEUCHUIO
0€30MaCHOCTH TMEPCOHAIBHBIX AAHHBIX MPH WX 00paboTKe B MH(POPMALMOHHBIX
CUCTEMAX MEPCOHAIBHBIX JAHHBIXY;

— «TumoBbix ~ TpeOGOBaHMH  TO  OpraHM3allid ©U  OOECICUEHUIO
(PYHKIIMOHUPOBAHHUS U PPOBATBHBIX (kpunrorpaduuecKux) CPEICTB,
NPEIHA3HAYEHHBIX JUIS  3alIMThl  HMH(QOPMALMK, HE COACpIXKAllel CBEACHWH,
COCTaBJISIFOIIMX TOCYJAPCTBEHHYIO TailHy B Cllyda€ WX HCIOJIB30BAHUAS  JUIS
oOecneyeHns O€30MACHOCTH MEPCOHAIBHBIX JaHHBIX MNpU KX 00paboTke B
WHQOPMALMOHHBIX ~ CHUCTEMAX  NEPCOHAIBHBIX  JAHHBIX»,  YTBEPKICHHBIX
pykoBojictBoM 8 IlenTpa @Ch Poccuu 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke onpeneneHsl TpeOOBAHUS K EPCOHATY MH(OPMAMOHHON CHCTEMBI
nepcoHanbHbIX JaHHbIX «FOYpI' MU, OUC OLIT» (nanee — UCII/IH), cTeneHsb
OTBETCTBEHHOCTH MEPCOHANA, CTPYKTYPa U HEOOXOAMMBII YPOBEHb 3AILUIICHHOCTH,
CTaTyC U JOJDKHOCTHBIE 00SI3aHHOCTH COTPYAHUKOB, OTBETCTBEHHBIX 34 00ECIICUEHUE
Oe3omacHocTH nepcoHanbHbIX JaHHbIX B UCTI{H YupexxaeHus.

4 OBIIME ITOJIOXEHUA

Llensro nacrosuieii [lonmutuku SBisieTcs odecrneueHrue 0€30IaCHOCTH 00BEKTOB
3aIUTHl YUPESKICHUS OT BCEX BUJOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIIJICHHBIX
U HENPEJAHAMEPEHHBIX, MUHMUMM3alKs yuiepda OT BO3MOKHOH peaju3alu yrpo3
6e3omacuoctu [1/10 (YBI1/IH).

be3onacHOCTh MEPCOHANIBHBIX JAHHBIX JOCTUTACTCS MYyTEM HMCKITHOUYCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4allHOTO, 0CTyNa K MEPCOHATbHBIM
JQHHBIM, PE3yJIbTATOM KOTOPOTO MOKET CTaTh YHUYTOKCHHME, H3MEHECHHE,
OJIOKUPOBAHUE, KOMMUPOBAHUE, PACHPOCTPAHEHUE MEPCOHAJILHBIX JAHHBIX, a TAKXKE
WHBIX HECAHKIIMOHUPOBAHHBIX JIENCTBUNA.
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Hudopmanmss U cBsizaHHbIE ¢ HEl PeCypchl JAODKHBI OBITH JOCTYMHBI AJis
ABTOPM30BAHHBIX  MOJb30BaTeNeiH. J{OJDKHO  OCYULIECTBISATHCS ~ CBOCBPEMEHHOE
oOHapy>keHHEe U pearnpoBanue Ha YBII/IH.

JIOWKHO ~ OCYHIECTBIIATHCS — MPEAOTBpAICHWE  MPEAHAMEPEHHBIX WU
CJIy4aliHbIX, YaCTUYHBIX WJIM TIOJHBIX HECAHKIIMOHWPOBAHHBIX MOAUGUKAIMN WU
YHUUYTOKCHHUS TAHHBIX.

CocTtaB 00BEKTOB 3alIUTHI TTpeicTaBjicH B [lepedHe mepcoHaNbHBIX JaHHBIX,
obpabatsiBacMbix B UCTI/IH.

5 OBJIACTB ITPUMEHEHUA

TpeboBanust HacTosueld [ToIUTHKN pacnpoCTPaHsIOTCS HA BCEX COTPYIHUKOB
VYupexaeHus (IITaTHbIX, BPEMEHHBIX, PA0OTAOIIMX MO KOHTPAKTY W T.II.), & TAKXKE
BCEX MPOYMX JULL (MOAPSATUAKH, ay TMTOPHI U T.11.).

6 CUCTEMBI 3AIIATHI ITEPCOHAJIBHBIX JTAHHBIX

Cucrema 3ammThl NepcoHanbHbIX AaHHbIX (C3I1/1H), cTpOUTCS HA OCHOBAHWH:

— Ilepeuns nepcoHanbHBIX JaHHBIX, 00padarbiBacMbix B UCI/1H;

— Moaenu yrpo3 6e30macHOCTH MEPCOHATBHBIX AAHHBIX MPH UX 00padoTKE B
HUCTIH;

— PykoBogsmmx nokymMeHToB @CTOK 1 ®Ch Poccun.

Ha ocHOBaHMM 3THMX JOOKYMEHTOB OINPEACTACTCS HEOOXOAUMMBIA YpPOBEHB
ammmeHsocty [1/In kaxmoit MCII[IH Yupexnenus. Ha ocHOBaHuM aHanmsa
aKTyanbHbBIX yrpo3 OezonacHoctu [1J[H, ommcanHoro B Mojaenu yrpos, aemaercs
3aKIFOYCHHE O HEOOXOOUMOCTHM  MCHOJb30BAaHUS TEXHUYECKMX CPEICTB H
OpraHu3alMOHHBIX MEPOTPUITHIA 151 o0ecnieueHus Oe3onacHocTH [1/[H. BeiOpanHbie
HEOOXOUMBIC MEPONPUATHSL OTpakaroTcs B [lmaHe MeponpusaTHii 1O 3anmre
MEPCOHAIBHBIX JAHHBIX.

Jis xaxmoid MCITJIH nomkeH OBITh COCTABJICH CHUCOK HCMOIb3YEMBIX
TEXHHYECKAX CPEICTB 3allUTB, a TaK K& MPOrpaMMHOI0 00€CIEeUEHMs,
yuactByromiero B oopadorke I1JIH, Ha Bcex anementax UCI1/IH:

— APM noabk30Bareneii;

— CYB/;

— KaHaJIbl MEPeJaum B CETH OOLIETO MOJIb30BAHMS M (WIIM) MEXKTYHAPOAHOIO
oOMeHa, ecnu o HUM niepeaarorcst [1/1H.

B 3aBucumoctr 0T ypoBHs 3ammieHHOCTH MCIIJIH M akTyanbHBIX Yrpos,
C3I1JIH MOKET BKJIFOYATH CJICAYIOMINE TEXHUUYECCKUE CPEICTBRA:

— AHTUBUPYCHBIEC CpeACTBA AJi paboyveii CTAaHIMK MOJIb30BATES,

— MOJYJIb JOBEPEHHON 3arpy3KH,

— CPEACTBA MEXKCETEBOIO SKPAHUPOBAHUS,
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— CpeacTBa KpUNTOrpapuuecKoi 3anmrthl HMHPOpMaNMM, MNP NEPEaayue
3alMIacMoi HH(OPMALIMK MO KaHaJIaM CBSI3H.

Tak ke B CHOHUCOK JIO/DKHBI OBbITh BKIIFOYECHBI (DYHKIIMM  3allUTHI,
o0OecreunBacMble IITATHBIMA  cpeAcTBaMu  00paboTku [IJ[H  omepanuoHHBIMUA
cuctemamu  (OC), npuknagabiMm [0 W cOoenWasbHBIMEU  KOMILJIEKCAMH,
peaATM3YIOMIMMU CPECTBA 3aAThI. CIUCOK (PYHKIIMA 3aIUTHI MOKET BKJIIOYATH:

— VIIPABJICHUE U Pa3rPaHUUYCHUE JOCTYIIA MOJIb30BATENEH,

PETUCTPALMIO U YUET ACUCTBUIN ¢ MHPOPMALUEIA;,

— 00ecIeunBaTh IEJI0CTHOCTh JAHHBIX;

— MPOU3BOJUTH OOHAPYKEHUSI BTOPKEHU.

CnMCOK UCHMOMB3YEMBIX TEXHUYECKUX CPEICTB OTPAKACTCS B TEXHUYECKOM
nacnopre  MH(OPMAIIMOHHONW  CHCTEMbI  MEPCOHAIBHBIX  JaHHbIX.  CHHUCOK
MCIOJIB3YEMBIX CPEACTB JOJDKEH TMOAACPKMBATLCI B AKTYAIBHOM COCTOSHUM. [lpum
U3MCHCHUM COCTaBA TEXHUYCCKUX CPEACTB 3aumuTbl Wil 3yeMeHToB MWCII/IH,
COOTBETCTBYIOIIUE U3MEHEHUS JOKHBI ObITh BHECCHBI B TEXHUUYECKHM MacnopT u
YTBEPKACHBI PYKOBOJUTENIEM YUPEXKICHUSA WM JIMLOM, OTBETCTBEHHBIM 34
odecneueHue 6e3onacHocTH T1/1H.

7 TPEBOBAHUA K IIOACUCTEMAM 3AILLMTHI ITEPCOHAJIBHBIX
JAHHBIX

C3I1/1H BKIIFOYAET B ce0s CAEAYIOLUIME MEPHI:

— uAcHTHQUKAIUS M ayTeHTU(UKanms CyObEKTOB a0CTyna M OOBEKTOB
JOCTYIA,

— YHOPAaBIEHUE NOCTYNIOM CYOBEKTOB JOCTYMA K 00OBEKTaM JOCTYTA,

— 3alllMTa MAIIMHHBIX HOCHTENEH HHPOPMALIMK, HA KOTOPBIX XPAHIATCS U (WIIH )
00pabaThIBAlOTCS MEPCOHAJBHBIE JaHHbBIE (Jajee - MaUIMHHBIE HOCUTENH
NEPCOHAITBHBIX JAHHBIX ),

— perucTpanms CoObITHI O€30MaCHOCTH;

— AHTUBHUPYCHAsS 3aLIUTA,

— KOHTPOJIb (aHAIN3) 3AlIMIICHHOCTH MEPCOHATBHBIX TAHHBIX;

— 3alUTa TEXHUYECKUX CPENICTB;

— 3almTa HHPOPMALIMOHHONW CUCTEMBI, €€ CPEICTB, CUCTEM CBSI3W M TEpeaaun
JAHHBIX;

— ynOpaBieHUE KOH(pUrypauueid WHPOPMANMOHHON CUCTEMBI W CHUCTEMBI
3aIUTHI NIEPCOHAIBHBIX JaHHBIX.

[Topcucrempr C3I1[H wMEOT pa3nuuHbld (QYHKIUOHAT B 3aBUCUMOCTH OT
ypoBHs 3aumiieHHocti MCII/IH, onpeneneHHOro B AKTE ONpeNeNeHUs yPOBHSA
3aIIMIIEHHOCTH NIEPCOHANBHBIX JaHHBIX B MUCII/IH.
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7.1 Hpentudukanus m ayreHTHQUKALUs CYOBEKTOB JOCTYNMAa U OOBEKTOB
J0CTyIa.

Mepbel 10 uACHTHPHUKAIMM M ayTCHTU(UKALMKA CYOBEKTOB JOCTYNa W
OOBEKTOB JOCTyNa AOJDKHBI OOECNEYMBaTh MPUCBOCHUE CYOBEKTAM M OOBEKTaM
JOCTYMA YHUKAIBHOIO MpH3HAKa (MACHTU(UKATOPA), CPABHEHUE MPEABIBIIEMOIO
CyObeKTOM (0OBEKTOM) JocTyna HWIASHTH(UKATOpAa C MEPEYHEM MPHUCBOCHHBIX
UACHTU(QUKATOPOB, & TAaKKE MPOBEPKY NPUHAMIECKHOCTH CYOBEKTY (OOBEKTY)
JOCTYTA MPEABIBIEHHOTO UM WACHTA(PHUKATOPA (TOATBEPKACHUE TIOUTMHHOCTH ).

7.2 YnpaeiaeHue TOCTYNOM CYOBEKTOB JOCTYMA K 00BbEKTaM J0CTyNa

Mepbl 0 YOPABIECHUIO JOCTYNOM CyOBEKTOB AOCTYNMAa K OOBEKTaM AOCTYIa
JOJOKHBI 00ECIIEUMBAaTh YIIPABJICHUE MPABAMUA M MMPUBWIIETUSMU CYOBEKTOB JOCTYIIA,
pa3rpaHUYeHUE JAOCTYNa CYOBEKTOB J0CTyma K OOBEKTaM JOCTyla Ha OCHOBE
COBOKYITHOCTM  YCTAHOBJICHHBIX B  WH(OPMALMOHHOH  CHCTEME  MPaBUII
pa3rpaHUYeHUs JOCTYIA, a TAKKe 00ECIEeUMBaTh KOHTPOJb 3a COOMIOACHUEM 3THX
PaBUIL

7.3 3ammTa MalIMHHBIX HOCUTENICH MH(QOpPMALMK, HA KOTOPBIX XPAHATCS U
(1) 00pabaThIBAKOTCSl IEPCOHAJILHBIE TAHHBIE

Mepbl MO 3alMTE MAIIWHHBIX HOCUTENICH MEPCOHATBHBIX NAHHBIX (CPEACTB
00paboTKN (XpaHEHWs) MEPCOHAIBHBIX AAHHBIX, CHEMHBIX MAIIMHHBIX HOCUTEICH
NEPCOHAIBHBIX TaHHBIX ) TOJDKHBI HCKJIFOUATh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO
J0CTYMA K MAIIMHHBIM HOCHUTENSIM M XPAHSIIAMCS HA HUX MEPCOHAIbHBIM JTAHHBIM, a
TaK)K€ HECAHKIIMOHWPOBAHHOE WCHOJb30BAHUE CHEMHBIX MAIIMHHBIX HOCHUTEICH
NEPCOHAIBHBIX JAHHBIX.

7.4  Peructpanus coObITHH 6€30MaCHOCTH

Mepsl o peructpauuu coObITHi 0€30MacHOCTH AOKHBI 00ecreunBaTh cOop,
3aACh, XPAaHEHWE W 3amMTy HHPOpMAMK O COOBITHSX OE30MACHOCTH B
WHPOPMALMOHHONW CHCTEME, a TaKXKE BO3MOXKHOCTH MPOCMOTPA M aHAJIA3a
WH(OPMALMU O TAKAX COOBITUSAX W PEArMPOBAHUE HA HUX.

7.5  AHTUBUPYCHAs 3alIMTA

Mepbl M0 aHTUBHPYCHOHM 3alllUTE MOJDKHBI oOecnedrMBarb OOHAPYKEHHE B
WH(OPMALMOHHONW CHCTEME KOMMBIOTEPHBIX MPOrpaMM JIMOO MHON KOMIBIOTEPHOM
uH(pOPMALMK, NPEIHA3HAYEHHOW Il HECAHKIMOHUPOBAHHOTO  YHWUUYTOXKEHMS,
OOKUPOBaHUS, MOAM(PHUKALMK, KOMMPOBAHWS KOMMOBIOTEPHOH WH(OpPMaLMK WU
HEUTpaIM3auuu CPEACTB 3allWMThl HMHQOpPMALMKA, a TaKXKEe pEaripoBaHHE Ha
OOHapyKCHHE ATUX TPOrpaMM U HHPOPMALIHH.
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7.6  KoHTpoJib (aHAJIN3) 3AIMIICHHOCTH MEPCOHATIBHBIX TAHHBIX

Mepbl 1O KOHTPONK (aHAIM3Y) 3AMMIICHHOCTH NEPCOHAIBHBIX JAHHBIX
JOJOKHBI 00ECeUunBaTh KOHTPOJIb YPOBHS 3alIMILICHHOCTA NEPCOHAIBHBIX JaHHBIX,
oOpabaTbiBacMbIX B WH(POPMAIMOHHOM  CUCTEME,  MyTEM  MPOBEIACHUS
CUCTEMATHYECKUX MEPONPHITHIA MO aHATW3y 3allUIICHHOCTH WH()OPMALMOHHON
CUCTEMBI M TECTUPOBAHUIO PAOOTOCHOCOOHOCTH CHUCTEMBI 3ALIUTHI MEPCOHATBHBIX
JAHHBIX.

7.7  3ammTa TEXHUYECKHAX CPEICTB

Mepsl 1O 3amMTE  TEXHUYECKMX  CPEACTB  JOJDKHBI  MCKJIKOYATh
HECAHKIMOHUPOBAHHBIA JOCTYNl K CTAMOHAPHBIM TEXHUYECKHM CPEACTBAM,
oOpalaTelBalOIIMM ~ MEPCOHAIBHBIE  JAHHBIE, CPEACTBAM, OOECHNEUYMBAIOLIAM
()YHKIIMOHMPOBAHKWE MH(POPMALIMOHHON CUCTEMBI, U B TIOMELIEHHS, B KOTOPbIX OHU
NOCTOSIHHO PACHOJIOXKEHBI, 3aIUTY TEXHHYECKUX CPEICTB OT BHEMIHUX BO3JCHCTBHIA,
a TaKXKE 3alIUTy MEPCOHATBHBIX JAHHBIX, TPEACTABICHHBIX B BUAC WH()OPMATUBHBIX
ANEKTPAYECKUX CUTHAJIOB U (PU3NUYECKUX TOJICH.

7.8 3ammrta HMHPOPMAIMOHHOW CHUCTEMBI, €€ CPEACTB, CUCTEM CBS3U H
nepetaYn JaHHBIX

Mepbl no 3amuTe WHOOPMALMOHHONW CUCTEMBI, €€ CPENICTB, CUCTEM CBS3H U
nepeayd JaHHBIX JTOJDKHBL 00€CreunBaTh 3allUTy MEPCOHAIBHBIX JAHHBIX MPU
B3aMMOJCHCTBMM WH(OPMALMOHHOW CHCTEMBl WM €€ OTHACIBHBIX CETMEHTOB C
UHBIMHU WH(POPMAITMOHHBIMH CUCTEMAMH U WH(HOPMALMOHHO-
TE€ICKOMMYHUKALIMOHHBIMUA ~ CETIMU  MOCPEACTBOM MPUMEHEHUS  APXUTEKTYPHI
WH(OPMALMOHHON CUCTEMBI M POCKTHBIX PELICHUI, HAMPABIECHHBIX HA 00ECIICUEHHE
0€30MaCcHOCTH MEPCOHAIBHBIX TAHHBIX.

7.9 VYnpaenenue KoH(purypanueid MHOOPMALUMOHHONH CHUCTEMBI U CHUCTEMBI
3aILMTHI IEPCOHATIBHBIX JAHHBIX

Mepbsl 1O YOpaBJICHHIO KOH(pUrypauued WH(HOPMALMOHHONW CHUCTEMBI W
CUCTEMBI 3alIUThl TEPCOHAIBHBIX JaHHBIX JOJDKHBI OOECIEYMBATh YIPABICHUE
W3MCHECHUSAMU KOHQUTypauun WHPOPMALUOHHON CHCTEMBI W CHCTEMBI 3alUTHI
NEPCOHAIBHBIX JAHHBIX, AHAJIW3 NOTCHUMAIBHOIO BO3JACHCTBHS IUIAHUPYEMBIX
U3MECHEHUH Ha oOecneucHue O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX, 4 TaKXKe
JOKYMEHTUPOBAHUE 3TUX U3MEHEHUN.

8 TTOJIb3OBATEJIM MH®OPMAITMOHHOW CUCTEMBI
[TEPCOHAJIBHBIX JTAHHBIX

B HCIIIH VYypexxaeHuss MOXKHO  BBIACHUTH  CICAYIOMIME  TPYIIIBI
N0JIB30BATENEH, yUaCTBYIOMMX B 00paboTKe U XpaHeHuu [1/1H:

— OTBETCTBEHHBIH 3a 00ecneucHrne O€30MaCHOCTH NEPCOHANBHBIX JAHHBIX,

— aamunaucTparop 6ezonacuocty UCI/IH;
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— oneparop APM.

PazpemmrenpHas cucrema a0ocTyna IMoJib3oBareneil K WH(OPMALMOHHBIM
pecypcam HCII/In odopmnsiercs B BHae Marpuibl g0cTyna COTPYJIHUKOB K
3aMIIACMBIM  TIEPCOHANBHBIM ~ JJAHHBIM, COJACP)KAMMCS B MH(QOPMALIMOHHON
CUCTEME MEPCOHABHBIX NAHHBIX, YTBEPKAAEMOM PYKOBOAMUTENEM YUPEKICHUS, U
peanu3yeTcsl ¢ MOMOINBID CPEACTB 3AlIUTHl OT HECAHKIMOHWPOBAHHOTO AOCTYIIA.
Marpuua aoctyna JoKHA OTPakaTh MOJTHOMOYMS MOJIB30BATENEH MO BBIMTOJHEHUIO
KOHKPETHBIX JICHCTBUN B OTHOIIEHUHN MH(POpManOHHbIX pecypcoB MCII/IH (uTeHue,
3anuch, Mo (UKaIMs, TEpeaaya).

8.1  OTBeTCTBEHHBIH 3a 00eCneYeHNE OE30MACHOCTH MEPCOHATBHBIX TAHHBIX

OTBeTCTBEHHBIH 3a oOecrneueHne O€30MaCHOCTH MNEPCOHAIBHBIX JaHHBIX —
COTPYJIHUK YUPEXKACHHUS, OTBETCTBEHHBIN 3a OpraHu3anuio paboT Mo 00ECIEeUEHUIO
0€30MaCHOCTH TMEPCOHAIBHBIX AAHHBIX MPU WX 00paboTKe B HMH(POPMALMOHHBIX
CUCTEMAX MEPCOHABHBIX AAHHBIX. OTBETCTBEHHBIN 3a oOecrieueHue O€30MaCHOCTH
NEPCOHAIBHBIX JAHHBIX 00JIAJAeT CACAYIOUIMM YPOBHEM JOCTYNA U 3HAHWA:

— oOmagact MONHONH WHpOPMAUMEl O MEpPeYHE NEPCOHAIBHBIX TAHHBIX M
TEXHHUYECKUX CPEACTB, BXOAAMX B WH(OPMALMOHHBIE CHCTEMBI INMEPCOHABHBIX
JAHHBIX;

— oOmagaet MONHONW WH(OpPMALMEH O CHOUCKE JML, AOCTYN KOTOPBIX K
NEPCOHAIBHBIM ~ JTaHHBIM, 00pabaTeiBacMbiM B MH(QOPMALMOHHBIX CHCTEMAX,
HEOOXOUM JIJIsl BBITIOJIHEHUS CITY>KEOHBIX (TPYI0BbIX) 00S3aHHOCTEH;

— oOnamaer monHOW WH@OpMAUEHd O TEKYIIEM COCTOSHUW 3allALIEHHOCTH
HUCIIH YupexneHus;,

— KMEET JAOCTYI KO BCEM MPOTPAMMHBIM W anmnapaTHbIM CpecTBaM 00paboTKH
uHpopmanmu 1 nanaeiM UCIT/1H;

— HMEET JOCTYN KO BCEM TEXHUYECKHUM CpeAcTBaM 00paboTKH MH(OPMALUU U
nanasiM MCIT/1H;

— UMEET JOCTyl KO BCEM IOMEIICHWsAM, Tae Beaercs o0paboTka
NEPCOHAIBHBIX JAHHBIX.

8.2  Aamunucrparop 6ezonacHocta MCII/IH

AJIMUHUCTPATOp OE30MACHOCTH — COTPYAHHUK YUPEKICHUS, OTBETCTBCHHBIN 3a
HACTpoiiKy, BHeApeHue u conpoBoxkaecHue UCIIH, ¢ynxumonmpoanue C3II/H,
BKIIOYasi OOCIY>)KHBAHWE W HACTPOWKY aJMUHUCTPATUBHOMW, CEPBEPHOH W
KJIMEHTCKOM  KOMMOHEeHT. (OOecneumBacT  (QYHKIMOHUPOBAHUE  MOJICHUCTEMBI
ynpasienuss 1octynom VCIIIH U yIIOJTHOMOYEH OCYIIECTBIATh NMPEAOCTABICHUE U
pa3rpaHUYeHUE NOCTyNa KOHEUHOro noie3oBarens (Oneparopa APM) k sneMeHTam,
XPaHALIUM MEPCOHATbHBIC JAHHBIE.

AnmuHUCTpaTop 0€30MacHOCTH 00JaJacT CIACAYIOIMM YPOBHEM J0CTyNa W
3HAHUM!
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— oOmamaer noysiHOH  WHGOPMAIMEH O CUCTEMHOM M MPUKIATHOM
nporpamMmmHoM obecnieuennu UCI1/IH;

— oOmamaer monHOW  wWHpOPMAMEH O TEXHUYECKMX CPEACTBAX M
koH(purypauyu UCI1/1H;

— HMEET JOCTYM KO BCEM TEXHUYECKHUM CpeacTBaM 0OpaboTKH MH(OPMALUU U
nanasiM MCIT/1H;

— o0nmagacT mpaBaMH KOH(QUTIYPHPOBAHMS W AJIMUHUCTPATUBHON HACTPONKK
TexHudeckux cpeacts MCII/IH;

— HMEET JOCTYM K CPEACTBAM 3alUTHl HHPOPMALMKA U MPOTOKOJIMPOBAHKS U K
4acTH KIo4eBbIX nemMeHToB MCI/IH;

— HE UMEET MPaB AOCTYNA K KOH(PUTYPUPOBAHUIO TEXHUUYECKUX CPEACTB CETH
32 UCKITFOUEHUEM KOHTPOJIbHBIX (MHCTICKIIMOHHBIX ).

AaMuHUCTpaTOp 0€30MACHOCTH YIIOJTHOMOYEH:

— peain30BbIBAaTh MOJUTHKM Oe30macHocTd B vacth Hactpoilkm CK3U,
MEKCETEBBIX SKPAHOB M CUCTEM OOHApPY>KCHHsI aTak, B COOTBETCTBUU C KOTOPBIMH
nosik3oBatenb (Oneparop APM) mosiydaeT BO3MOXKHOCTH padoTarh € 3JEMEHTaAMHU
HUCTI /g,

— OCYLUECTBJIATH Ay IUT CPEICTB 3aLIUTHI;

— YCTAHABJIMBATH JOBEPUTEIBHBIC OTHOLIEHWS CBOEH 3aINUIICHHON CETH C
CETSMM IPYTHX YUPEKIACHUM.

8.3  Omeparop APM

Onepatop APM — COTpyAHHK YUpPEKICHUS, OCYUIECTBISIOMUA 00paboTKy
1. O6padotka I1J][H BkItowaeT: BO3MOXKHOCTH mpocmoTpa I1Jn, BBOA [1JIH B
HUCTI/1H, koppektupoBka [1/1H, popMUpoOBaHUE CIPABOK M OTYETOB MO MH(POPMALWH,
nonyueHHoW w3 HCII/IH. Oneparop HE HMMEET NOJHOMOYMMA I YIPABJICHUS
nojacuctemamu 00padoTku naHHbix U C3[1/IH.

Onepatop UCTT/IH obmagaeT cieayronuM YPOBHEM JOCTYIA U 3HAHMIA:

— o0magacT BCEMM HEOOXOIMMBIMH aTpuOyTamu (HampUMeEp, MapoJieMm),
00eCneYnBAOIIMMHI JOCTYT K HEKOTOPOMY MOAMHOKeCTBY [1/H;

— MOXET HCHOJb30BaTh KOH(PUICHUMAIBHBIE JAaHHBIC, K KOTOPBIM HMEET
JOCTYTIL, AJI1 BBINOJTHEHUS CITY>KEOHBIX 00SI3aHHOCTEH.
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9 TPEBOBAHMHWA K TTEPCOHAJLY 1O OBECTIEUEHMIO 3AIIIATHI
[TEPCOHAJIBHBIX JTAHHBIX

Bce corpynnukm VYupexnaecnus, spistomuecs mnonb3oaressimu UCIT/IH,
JOJKHBI YETKO 3HATh M CTPOTO BBIMOJIHATH YCTAHOBJICHHBIC MPABHJIA U O0S3aHHOCTH
N0 JOCTYNMy K 3allAIacMbiM OOBEKTAM W COOJIFOACHUIO MPUHSATOTO PEXKAMA
oe3onacHoctH T1/1H.

[Ipy BCTynJ€HMM B JOJDKHOCTB HOBOTO COTPYAHMKA HEMOCPEACTBEHHBIN
HAYAJIbHUK TMOAPA3JCIICHUS, B KOTOPOE OH MOCTYMAeT, 00s3aH OPraHu30BaTh €ro
O3HAKOMJIEHUE C JODKHOCTHONW WHCTPYKIMEH M HEOOXOJUMBIMU JIOKYMEHTaMH,
pernaMeHTupyrmuMu TpedoBanus no 3awmute [1/IH, a Takke 0O0ydyeHHWE HABBIKAM
BBITIOJTHEHUST TTPOLEAYP, HEOOXOAMMBIX JJIi CAHKIIMOHWPOBAHHOTO HMCIOJb30BAHUS
HUCIIn.

COTpyIHHK JOKEH OBITh 03HAKOMIICH CO CBEACHUAMM HacTosueH [lonutrkw,
OPUHATHIX Tpoueayp padotsl ¢ anementamu UCITIH u C3I11H.

CoTpyaHuKH  YUpeKICHMS, MCHOJB3YIOIIME  TEXHUYECKHE  CPEACTBA
ayTCHTHU(PUKALMKA, JOJDKHBI  00€CleunMBaTh  COXPAHHOCTh  WACHTH(PUKATOPOB
(3NEKTPOHHBIX KItOYel) U He pomyckath HCJ/l k HMM, a Tak >k€ BO3MO)KHOCTb HMX
VTEPH WJIM UCTOJIb30BAHUS TPETbUMH JTMUAMU. [10JIb30BaTEN HECYT NMEPCOHAIBHYIO
OTBETCTBEHHOCTb 34 COXPAHHOCTh UACHTU(PHUKATOPOB.

CoTpyaHUKH YUpEKACHUS NOJDKHBI CIeN0BaTh MHCTPYKIMK 10 OpraHu3auvu
[TapOJILHON 3aIHATEL

CoTpyIHUKH YUpEXKICHUS MTOJDKHBI BBINOJIHATE TpeOoBaHus WHCTpykumn
noae3oBaresns MCI/IH.

[Tpu pabote ¢ [1/1n B UCTI/IH coTpyiHuKM YupexacHus 00s13aHbl 00ECIEUnTh
OTCYTCTBHE BO3MOKHOCTH npocmotpa [1/IH TpeTbuMu inuamu ¢ MOHUTOPOB APM.

CoTpyIHUKH YUpeKACHUS AOHKHBI ObITh MPOMH(OPMHUPOBAHBI 00 yrpos3ax
HapylieHus peskuMa Oe3onmacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €r0 HApYyILICHHE.
OHM JOmKHBI OBITH O3HAKOMJIEHBI C YTBEPXKACHHOH (POpManbHOM mpoueaypoi
HAJOKEHUS AUCLMIUIMHAPHBIX B3BICKAHUH HA COTPYAHHMKOB, KOTOPBIE HApyLIWIA
NPUHATHIE MOIUTHKY W TIpoLeaypsl 6e3omacHocTy [1/H.

CotpyaHuku 00s13aHbl 0€3 MPOMEMJIEHUsT COO0IIaTh 000 BCEX HAOIHOJAEMBIX
WJIHA MOA03PUTENBHBIX cinyvasx padotsl UCIT/IH, MOTYIIMX NOBIEYb 3a COOO0M yrpo3sl
Oe3omacHoctu [1JIH, a Takke O BBISIBICHHBIX HMMH COOBITHSX, 3aTParvBarOLIMX
Oe3omacHocTh [1JIH, PYKOBOACTBY TMOAPA3ACICHHUS W JIMILy, OTBEYAKIIEMY 3a
HEMEJUICHHOE pearupoBaHue Ha yrpo3sl OezonacHocTH [1]]H.

9.1 JlomkHOCTHBIE 00s13aHHOCTH noJib3oBareneid UCIT/{x

JlomxHOCTHBIE 00s3aHHOCTH nonb3oBareneit MCII/IH onucaHsl B CIEAYROIIAX
JOKYMEHTAaX:
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— UHcTpykuMst ~ OTBETCTBEHHOro  3a  olecneyeHne  O€30MaCHOCTH
NEPCOHAIBHBIX JaHHBIX,

— HHcTpykums anmuamnctparopa 6e3onacnoctu UCI/1H;

— Hucrpykums nons3zosarens UCI/H.

10~ OTBETCTBEHHOCTb PABOTHHKOB, SIBJIIFOLIUXCA
[TOJIb3OBATEJISIMHA UHOOPMALIMOHHOU CUCTEMBI ITEPCOHAJIBHBIX
JAHHBIX

B cootBercTBunm co cr. 24 @enepanbHOro 3akona Poccuiickoit deaepaunu OT
27 wronsa 2006 1. Nel52-®@3 «O nepcoOHaNBHBIX MAHHBIX» JIMIA, BUHOBHBIE B
HapylieHn:n TpeOoBaHuii naHHOro MeaeparbHOro 3aKOHA, HECYT MPEILYyCMOTPEHHYIO
3aKoHOAATENBCTBOM Poccutickoit denepaln OTBETCTBEHHOCTb.

JlelicTByromee 3akOHOAATENBCTBO PD MO3BONSET MPEaBABIATE TPEOOBAHHMS 11O
obOecnevyeHno  Oe3onmacHoM  paboTel ¢ 3amMmmacMoil  mHpopMammend  u
NPEAYCMAaTPUBAET OTBETCTBEHHOCTh 34 HAPYLIECHUE YCTAHOBJIEHHBIX IPABUII
skcryaranun OBM m cucTeM, HEMPaBOMEPHBIA JOCTYN K MH(OPMALWKU, ECIH 3TH
JECUCTBHS MPUBEIM K YHUYTOKCHUIO, OJIOKWPOBAHUIO, MOAU(PHUKALMN HHPOPMALINK
WIN HapyleHuto pabotel OBM win ceteit (ctaten 272, 273 u 274 YK PO®).

OTBeTCTBEHHBIH 3a oOccrneueHue O€30MacCHOCTH MEPCOHATBHBIX NAHHBIX W
aAMAHUACTPATOp O€30MaCHOCTH HECYT OTBETCTBEHHOCTh 3a BCE JICHCTBHA,
COBEPILECHHBIE OT UMEHW MX YYETHBIX 3alIUCEH WA CUCTEMHBIX YYETHBIX 3alMCEH,
€CJIM HE T0Ka3aH (PAKT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHMS YUETHBIX 3aMUCE.

[Ipn HapywieHHMsX COTPYIHHMKaMU YupexnaeHus — nonb3oBarensmu MCIT/n
NpaBujl, CBS3aHHBIX C Oe30macHOCThIO [IJIH, OHUM HECYyT OTBETCTBEHHOCTb,
YCTAHOBJICHHYIO JEHCTBYIOIIUM 3aKOHOAATENLCTBOM Poccuiickoi denepanuu.

[IpuBencHHbIE BbINIE TPEOOBAaHHWS HOPMATHUBHBIX JTOKYMEHTOB M0 3allIUTE
uH(POPMALMK JOJDKHBI  OBITh  OTpaXeHbBl B [IONOKEHUSX O MOAPa3ACICHUSIX
Yupexxknenus, ocyuiectpisitomux oOpadotky [1Jln B UCII/IH, © AOMIKHOCTHBIX
WHCTPYKUHUSAX COTPYAHUKOB YUPEKICHHUSI.

HeoOxomumo BHectn B [lonokeHuss O mMOApa3ieNeHUsX Y YPEKICHUS,
ocyuiectrisitommx 00padotky I1/In B UCII/IH, cBeneHrs 00 OTBETCTBEHHOCTH MX
PYKOBOJIMTENEH © COTPYIHHMKOB 34 Pa3MIAIICHHE W HECAHKUMOHMPOBAHHYIO
moau(ukanmio (uckaxenue, Qpanscudukanuro) [1J[H, a Takke 3a HEMPaBOMEPHOE
BMEIIIATEILCTBO B MPOLIECCH MX aBTOMATU3UPOBAHHONW 00paOOTKH.
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CITMCOK UCIIOJIb3OBAHHBIX MCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-IPABOBBIMM M METOJWYECKUMHU TOKYMEHTAMH, Ha
KOTOPBIX Oa3upyeTcs HacTosmas [lommuTrka, siBIsIFOTCS

1. OenepanpHplii 3akoH Ne 152-D3 ot 27.07.2006 r. «O mepcoHaIbHBIX
OaHHbIX» (Hanee — O3 «O nepCcOHANBHBIX JAHHBIX)»), YCTAHABIMBAOIINNA OCHOBHBIC
OPUHLAINB U ycaoBus 00paboTku [1/IH, mpaBa, 00S3aHHOCTH W OTBETCTBEHHOCTH
YYACTHUKOB OTHOWIEHUH, CBA3aHHBIX ¢ 00paboTkoi [1/1H.

2. [TocranoBnenue IlpaBurensctBa PO Ne 1119 or 01.11.2012 r. «O0
YTBEPKACHUM TPEOOBAHWI K 3alMTE MEPCOHAIBHBIX JAHHBIX MPH UX 00paldOTKe B
WH(OPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIXY.

3. «[Tonoxxenne 00 OCOOEHHOCTSX OOPAOOTKM NEPCOHAIBHBIX [AHHBIX,
OCYIIECTBISEMO 0€3 HCIOJIb30BAHUS CPEACTB AaBTOMATH3aLMW», YTBEPIKICHHOE
[TocranoBnenuem IIpaBurenscrBa PO Ne 687 ot 15.09.2008 .

4. «TpeGoBaHusi K  MAaTepUAIBHBIM  HOCUTEIISIM  OMOMETPHYECKUX
NEPCOHAIBHBIX  JTAHHBIX M TEXHOJOTMSAM XPAHEHUS TaKWX JIaHHBIX BHE
WH(OPMALUOHHBIX CUCTEM NEPCOHATBHBIX JAHHBIX), YTBEPKACHHBIE
[TocranoBnenuem IIpaBurenscrea PO Ne 512 ot 06.07.2008 .

5. HopmaruBHo-MeTOqMuUeCKne AOKYMEHTH DenepaibHOM Cny>k0bl 1O
TEXHHUUYECKOMY M 3KCIIEPTHOMY KOHTpoIto Poccuiickoit @enepanmu (nanee - ©CTOK
Poccun) mo obecneuenuto 6e3onacuoctu [1/10 mpu nx odpadotke B UCI1/IH:

[Tpuka3z denepanbHOl Cy>KOBI MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJTO
(OCTOK Poccun) ot 18 despans 2013 r. No 21 «O6 yreepxacHun CocraBa u
COJICpKaHUsl OPraHU3alMOHHBIX U TEXHUYECKUX MEP MO 00€CeUeHn0 0€30MacHOCTH
NEPCOHAIBHBIX JAHHBIX MNpU UX 00paboTke B MHQPOPMAILMOHHBIX CHUCTEMAax
NEPCOHAIBHBIX JaHHBIX),

bazoBas mogene yrpo3 0O€30MACHOCTH TEPCOHATIBHBIX JAHHBIX MPH HX
00paboTke B WH(MOPMANMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX, YTB. 3aMm.
mupexropa @CTOK Poceun 15.02.2008r.

MeTtoauka ONpenesicHus aKTyalbHBIX YIpo3 O€30MacHOCTH MEPCOHAIBHBIX
JaHHBIX NMPU UX 00paboTKe B MH(POPMALMOHHBIX CUCTEMAX MEPCOHABHBIX JaHHBIX,
yTB. 3aM. qupekropa @CTOK Pocenn 15.02.2008 .
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